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Types of malware (a few)
• Virus: self-replicating, requires user interaction

• Worm: self-replicating, replicates automatically exploiting vulnerabilities in 
software

• Backdoor: component purposely injected in legit software to allow remote 
access

• Exploit: leverages on program vulnerabilities in order to execute arbitrary 
computations

• Trojan: non-replicating, pretends to be legit software

• Spyware: tracks user activity 

• Adware: injects custom advertising while the user is browsing the Internet

• Rootkit: hides itself from the operating system, very difficult to detect and 
remove

• Bot: infected hosts become part of a botnet; they are remotely controlled 
to perform specific actions (e.g. send spam emails,  connect to a host, etc.)

• Ransomware: encrypts all the data on a computer, requesting a ransom 
(most likely in BTC) to let the user have its data back

BEFORE ACTUALLY STARTING…

Those features 
are often 

combined
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Malware analysis jargon
• C&C, or C2 (Command-and-control): server used by attackers to send 

commands to the infected hosts

• DDoS (Distributed Denial of Service): an attack that aims to disrupt the 
correct functioning of a system, overwhelming it with an excessive amount 
of requests coming from a large number of hosts (botnet)

• APT (Advanced Persistent Threat): consists in penetrating strategic 
systems and install malware that remains active for large periods of time 
(most often with the aim of exfiltrating valuable data)

• IoC (Indicator of Compromise): any kind of data that can signal the 
presence of a malware within the network (IP addresses, domains, hashes 
of malware files and other artifacts)

• …

BEFORE ACTUALLY STARTING…
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What is it?
WANNACRY
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What is it?
WANNACRY

Wannacry is a malware that can be logically 
distinguished in two parts:
1. Worm: automatically replicates itself in all the 

vulnerable hosts within the same network. It uses an 
exploit that leverages on a vulnerability on the SMB 
(Server Message Block) protocol in unpatched 
Windows hosts. 

2. Ransomware: encrypts 175 file extensions and 
requests the equivalent of 300$ in BTC.

• If the payment is not issued in 3 days, the ransom 
goes to 600$.

• If in 7 days it has not been paid, all the encrypted 
files are lost.
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A series of unfortunate events
WANNACRY

• The NSA (National Security Agency), found a bug in 
the SMB protocol implemented in Windows 

• They developed an exploit to trigger the 
vulnerability and gain RCE (Remote Code 
Execution) on target hosts.
This exploit was called EternalBlue.

• While the exploit was used for more than 5 year 
(before 2017), NSA did not notify the issue to 
Microsoft.

References:  https://www.washingtonpost.com/business/technology/nsa-officials-worried-about-the-day-its-potent-hacking-tool-would-get-loose-then-it-did/2017/05/16/50670b16-
3978-11e7-a058-ddbb23c75d82_story.html

https://www.washingtonpost.com/business/technology/nsa-officials-worried-about-the-day-its-potent-hacking-tool-would-get-loose-then-it-did/2017/05/16/50670b16-3978-11e7-a058-ddbb23c75d82_story.html
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A series of unfortunate events
WANNACRY

• The Shadow Brokers is a hacker group 
appeared for the first time in 2016.

• Main objective: leak exploits and other 
tools that targeted firewall, antivirus 
software and Microsoft products.

• 14 Apr 2017: in their fifth leak, they 
release the EternalBlue tool (among 
with others), subtracted from the NSA.

References: https://steemit.com/shadowbrokers/@theshadowbrokers/lost-in-translation

https://steemit.com/shadowbrokers/@theshadowbrokers/lost-in-translation
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A series of unfortunate events
WANNACRY

• Months before the leak, the NSA warned Microsoft 
after learning about EternalBlue’s possible theft

• Microsoft issues a patch for the vulnerability of 
March 14, 2017

Doing the math, the patch was 
released one month before the leak. 
What could possibly go wrong?

References: https://www.securityfocus.com/bid/96704

https://www.securityfocus.com/bid/96704
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A series of unfortunate events
WANNACRY

• The patch was released for supported 
operating systems only (from Windows 7 
on), while a considerable number of hosts 
was still running Windows XP

• Applying security patches in the whole IT 
infrastructure is often overlooked, even in 
big companies
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A series of unfortunate events
WANNACRY

• Cybercriminals developed a ransomware that 
embeds the EternalBlue exploit, giving the malware 
the ability to self-replicate without user 
intervention.

• The North Korean Lazarus Group is suspected to be 
the main actor. Researchers found similarities 
between Wannacry’s code and other malware 
previously used by the group.

References: https://www.theguardian.com/technology/2017/may/15/wannacry-ransomware-north-korea-lazarus-
group

https://www.theguardian.com/technology/2017/may/15/wannacry-ransomware-north-korea-lazarus-group


Consequences were catastrophic
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How malware can be analysed
TECHNICAL ANALYSIS OF WANNACRY

• Malware analysts have to use reverse engineering 
techniques to figure out what does the malware do.

• Reverse engineering can take place using two different 
approaches:

• Static analysis: malware code is analysed without being 
executed. If malware is a binary program, disassemblers 
and decompilers can be used to obtain a higher level 
representation of what the program does.

• Dynamic analysis: malware is executed in a protected 
environment (Virtual Machine or sandbox). Behaviour is 
inferred by looking at how the malware interacts with the 
environment (system/library calls, modified files, network 
activity, etc.)

IDA Pro, Ghidra and 
Cuckoo sandbox are 
commonly used tools
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Startup
TECHNICAL ANALYSIS OF WANNACRY

• The very first action performed by the malware is trying to 
connect to the following domain: 
www.iuqerfsodp9ifjaposdfjhgosurijfaewrwergwea.com

• If the connection succeeds, the malware exits

• Otherwise, it continues its execution

• This is a kill switch: if attackers wanted to avoid the malware 
to further spread itself on the Internet, they had to register 
that domain.

• A security researcher discovered this behaviour and 
registered the domain, preventing further infections.

• After three variants of Wannacry, with three different kill 
switch domains, another variant without kill switch began to 
spread.

http://www.iuqerfsodp9ifjaposdfjhgosurijfaewrwergwea.com/
https://www.malwaretech.com/2017/05/how-to-accidentally-stop-a-global-cyber-attacks.html
https://thehackernews.com/2017/05/wannacry-ransomware-cyber-attack.html
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Spreading across the network
TECHNICAL ANALYSIS OF WANNACRY

• WannaCry spawns several threads, with the aim of 
enumerating network interfaces and all the other reachable 
hosts in the network.

• A thread for each IP in the subnet is created. Each of which 
tries to connect to port 445, where the SMB service listens 
to.

• SMB (Server Message Block) is a protocol designed to share 
files and printers over the network. SMBv1 is the outdated 
version, vulnerable to EternalBlue.

• If the connection succeeds, the exploit is launched and the 
remote host is infected.
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Settling down
TECHNICAL ANALYSIS OF WANNACRY

• WannaCry obtains persistence: it creates a new service 
(named mssecsvc2.0), copies itself in C:\Windows and 
writes in the Windows Registry to be launched at every 
startup.

• Hides its files, assigning them the “hidden” attribute (same as 
adding “.” at the beginning of the file name on *nix systems).

• Obtains all the privileges for all its subdirectories.

• A thread scans every 3 seconds if a new drive has been 
plugged in. In that case, it tries to infect it as well.
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Encryption scheme
TECHNICAL ANALYSIS OF WANNACRY

• WannaCry generates a new 128-bit AES key for 
each file, so that all the files are encrypted with a 
different key. The encryption uses CBC mode, 
with NULL initialisation vector.

• It generates a 2048-bit RSA key pair for the 
infected host. Then encrypts all the AES keys 
with the host public key.

• Finally, the host private key is encrypted with the 
attacker’s public key, which comes embedded in 
the malware
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Encryption scheme
TECHNICAL ANALYSIS OF WANNACRY

• To decrypt all the data, WannaCry sends the 
encrypted host private key to the attacker’s 
C&C server via covert channel (TOR)

• The user also sends the unique ID of his 
Bitcoin wallet, in order to let the attackers 
identify his payment.

• If the payment is confirmed, the attackers 
returns the decrypted host private key.
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Recovering the keys 
TECHNICAL ANALYSIS OF WANNACRY

• To implement Wannacry’s cryptographic features, the 
attackers took advantage of the Crypto API available on 
Windows systems. 
Right choice for them: never do your own crypto!

• However, researchers discovered that, on Windows XP and 7, 
that two of the exposed functions were flawed: 
CryptReleaseContext and CryptDestroyKeys freed memory 
where the prime numbers were stored, without properly 
erasing it.

• If the infected host hasn’t been rebooted, it is possible to 
recover the prime numbers from memory using a tool.

References: https://blog.comae.io/wannacry-decrypting-files-with-wanakiwi-demo-86bafb81112d

https://github.com/gentilkiwi/wanakiwi
https://blog.comae.io/wannacry-decrypting-files-with-wanakiwi-demo-86bafb81112d
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What happened next?
EPILOGUE

• There were roughly 300.000 infected computers

• Economic losses due to the attack: about $4 billion

• How much money did the attackers make?

• Bitcoin is a pseudo-anonymous payment network

• Using data from blockchain.com it is possible to figure out 
how much money was sent to the three wallets attributed 
to WannaCry attackers

• These wallets received a total of 54,38 BTC == 500.000 $

References: 
https://www.blockchain.com/btc/address/13AM4VW2dhxYgXeQepoHkHSQuy6NgaEb94,
https://www.blockchain.com/btc/address/115p7UMMngoj1pMvkpHijcRdfJNXj6LrLn, 
https://www.blockchain.com/btc/address/12t9YDPgwueZ9NyMgw519p7AA8isjr6SMw

https://www.blockchain.com/explorer
https://www.blockchain.com/btc/address/13AM4VW2dhxYgXeQepoHkHSQuy6NgaEb94
https://www.blockchain.com/btc/address/115p7UMMngoj1pMvkpHijcRdfJNXj6LrLn
https://www.blockchain.com/btc/address/12t9YDPgwueZ9NyMgw519p7AA8isjr6SMw
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Conclusion
EPILOGUE

• Ransomware are becoming a trend
• When coupled with powerful exploits, they can cause excessive 

damage
• The most effective solutions are prevention measures: 

• always backup data

• apply the latest software updates as soon as it is possible


