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What is Secure Compilation?
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Issue: Oid guessing Ext2
Solution: keep a map
from Oid to random
numbers
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Guarantees

Prove
[-]3 to attain a secure
compilation criterion




Guarantees

- How do we know we are right?
» How can we know that [-]3 is secure?
- What do we mean with secure?



Guarantees

Show
the security implications
of the criterion
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The Origins of the Secure Compiler

Secure Implementation of Channel Abstractions

Martin Abadi
maGpa.dec. com
Digital Equipment Corporation
Systems Research Center

Abstract

Communication in distributed systems often relies on
useful abstractions such as channels, remote procedure
calls, and remote method invocations. The implemen-
tations of these abstractions sometimes provide security
proverties. in varticular throuah encruvtion. In this

From the join-calculus to
the sjoin-calculus

Cédric Fournet
Cedric.Fournet@inria.fr

INRIA Rocquencourt

Georges Gonthier
Georges.Gonthier@inria.fr

INRIA Rocquencourt

spaces are on the same machine, and that a central-
ized operating system provides security for them. In
reality, these address spaces could be spread across a
network, and security could depend on several local op-
s and on cryptographic protocols across

ting
machin

Theorem 1 The composi
abstract, up to ob:
calculus processes P and @,

P~Q ifand only if Env[[P]] = Env[[Q]]

tional translation is fully-
ervational equivalence: for all join-

10



The Origins of the Secure Compiler

they needed a definition that their
implementation of secure channels via
cryptography was secure
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The Origins of the Secure Compiler

The main question they had (and we still have):

what are good correctness criteria for secure
compilers?

10



The Origins of the Secure Compiler

Fully Abstract Compllatlon (FAC)
The I Theorem 1 The compositi translation is fully- ):

abstract, up to observational equwalence for all join-
calculus processes P and Q,

P=Q if and only if Env[[P]] ~ Enw[[Q]]

compilers?

10
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Because

FAC ensures that a target-level attacker
has the same power of a source-level
one

12
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Compiler Full Abstraction

loadi rg 1 loadi ry O
IncC ro addi rg 2
ret rp ret rg
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Compiler Full Abstraction

loadi rg 1 loadi ry O
IncC ro = addirg 2

ret rp ret rg
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Compiler Full Abstraction

have different

powers!
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Why is FAC Secure?

. ais an attacker linking or injecting target
code

o o = 1 1

- FAC protects against these attacks

- the co-implied equalities reduce to

W""

14



Why is FAC Secure?

confidentiality

integrity

invariant definition
memory allocation
well-bracketed control flow

IS

Agten et al."12, Abadi and Plotkin 10, Jagadeesan et al."11
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« P1 and P2 have different secrets
- but they are equivalent
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Why is FAC Secure?

confidentiality:
P1=P2 < [P1]3=[P2]%

P1 and P2 have different secrets
but they are equivalent

[P1]% and [P2]3 also have
different secrets

S

but they are equivalent

« so the secret does not leak

S ————————
Agten et al."12, Abadi and Plotkin 10, Jagadeesan et al."11
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Why is FAC Secure?

confidentiality

integrity

invariant definition
memory allocation
well-bracketed control flow

IS

If the source has it.

Agten et al."12, Abadi and Plotkin 10, Jagadeesan et al."11
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Why is FAC Secure?

1. confidentiality

2. integrity

3. - FAC preserves these properties
4

5

. well-bracketed control flow

If the source has it.

Agten et al."12, Abadi and Plotkin 10, Jagadeesan et al."11

14
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Not All That Glitters is Gold

« No support for

[Patrignani et al."16, Juglaret et al.’16]

« No support for [Juglaret
et al."16]

. to enforce

* Preserves under certain
conditions [patrignani and Garg '17]
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Perspective on Foundations

new definitions
Ongoing work with:
Catalin Hritcu
(INRIA)
Deepak Garg
(MPI-SWS)

o G
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What More does Secure Compilation Offer?

- study language techniques for
proofs

- Implement secure compilers to new
security architectures

17



Programming Languages
Techniques for Secure
Compilation
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What PL Want

- better proof techniques

19
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Proving FAC

Pl =« P2

Jagadeesan et al."11,
Agten et al."12,

Patrignani et al."15'16,
Juglaret et al."16
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Proving FAC
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Proving FAC

Pl =z P2

Ahmed et al.’8'11"14'15"16'17,
Devriese et al.’16

[P1ls - [P2L;
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Pl Zetx P2
[ 1 1 s\ Tmoal g
(“rpy- [P1]% is obtained
with standard
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B [[ Hur et al."11 [[ ]]T
Neis et al."15
C|[PT

[P1]} ~. [P2]?

A1undas Jajidwod xoidde

21



Proving FAC with Logical Relations

S e

(Chp~C ?enquires

« back-translation of terms
« reasoning at the type of

back-translated terms

A11un2as Jajidwod "xoidde

21



Proving FAC with Logical Relations

S e

(Chp~C ?enquires

« back-translation of terms
« reasoning at the type of

back-translated terms

+ needed for all kinds of
back-translation

A1undas Jajidwod xoidde

21



Proving FAC with Logical Relations

S e

(Chp~C ?equires
« back-translation of terms

* reasoning at the type of
(q back-translated terms

+ needed for all kinds of
back-translation

+ needed for alternative criteria too

[P1]7 ~c [P2]7

A1andas Ja)1dwod xoidde

21



Proving FAC with Logical Relations

S e

(Chp~C ?equires
« back-translation of terms

* reasoning at the type of
(q back-translated terms

+ needed for all kinds of
back-translation

+ needed for alternative criteria too

[P1]7 ~c [P2]7

A1andas Ja)1dwod xoidde

21



Proving FAC with Logical Relations

S e

(Chp~C ?equires
« back-translation of terms

* reasoning at the type of
(q back-translated terms

+ needed for all kinds of
back-translation

+ needed for alternative criteria too

[P1]7 ~c [P2]7

A1andas Ja)1dwod xoidde

21



Security Architectures for Secure
Compilation

22



Security Architectures for SC

)\
=




Security Architectures for SC

Security Architectures:
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Security Architectures for SC

Security A Application

OS

OS device interface

HW-SW interface

Firmware

Hardware
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Security A ( Application )

OS

OS device interface

HW-SW interface

Firmware

Hardware
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Hardware
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1 Hardware J
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Application

OS

Reduced TCB
Efficiency

Firmware

Hardware
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Security Architectures:

« ASLR
+ Intel SGX-like enclaves

 Typed Assembly Languages

- Tagged Architectures (Pump)
- Capability Machines
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Security Architectures for SC

Security Architectures:

* ASLR [Abadi & Plotkin 10, Jagadeesan et al."11]

Intel SGX-like enclaves [Agten et al.'12, Patrignani et
al.’13,16]

Typed Assembly Languages [ahmed et al."14]
Tagged Architectures (Pump) [uglaret et al.16]
Capability Machines [Tsampas et al."17, WiP]
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Capability Machines

- Hardware support for fine-grained
Capabilities

24
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Capability Machines

* Ha
Ca

|

Capability Mantra:
subjects
perform operations
on objects
if they have rights
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Capability Machines
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Capability Machines

O Ha 1 .L..E
Capability Maptra-
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Capability Machines: Cheri

Capability Machines

O Ha 1 ..L..E
Capability Maptra-
Ca : | instructions
subjects :
read/ write/
perform opera
. execute
on objects
if they have rig¢

address
ranges
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Capability Machines

- Hardware support for fine-grained
Capabilities
« Cheri (MIPS extension, FPGA) [woodruff et al'14]
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Capability Machines: Cheri

Capability-Machines

« Hardy
Capa
« Cheri

A Cheri capability

l permissions

length

base address

uff et al’14]
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Capability Machines: Cheri

Capability Machines

- Hardware support for fine-grained
Capabilities

« Cheri (MIPS extension, FPGA) [woodruff et al'14]

- Tagged memory

+ Aligned memory

- Capability registers file

- Capability instructions

24



Capability Machines: Cheri

Capability Machines

- Hardware support for fine-grained
Capabilities
load rs rd cap 14l
* [aggeu TITeETIoTy
+ Aligned memory
- Capability registers file

- Capability instructions

24



Capability Machines: Cheri

load rs rd cap

Register File

rs address A

rd

Capability Register

cap

A

Memory

some value

['14]
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. Register File Memory

rs address A A —l

some value
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Capability Machines: Cheri

Cap hilitvi Machinac

load rs rd cap

Register File

rs address A

rd some value

Capability Register

A

Memory

some value

['14]
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Capability Machines: Cheri

Capability Machines

- Hardware support for fine-grained

Ca

« Ch
+ Tag

Unforgeable capabilities at the

t al’14]
hardware level

« Ali

MU TITTTTToTYy

- Capability registers file
- Capability instructions
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Capability Machines: Cheri

Capability Machines

- Hardware support for fine-grained

Ca

« Ch
* Tag

‘r

Unforgeable capabilities at the
hardware level
Mature: has a FreeBSD port
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- identify secure compartments

- wrap compiled code in code and data
capabilities: isolation

- capabilities regulate access to methods:
public/private

- capabilities regulate access to objects:
shared/local
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(runtime modification of accesses)
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