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Because

FAC ensures that a target-level attacker
has the same power of a source-level

one
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Not All That Glitters is Gold

• No support for separate compilation
[Patrignani et al.’16, Juglaret et al.’16]

• No support for undefined behaviour [Juglaret
et al.’16]

• Costly to enforce
• Preserves hypersafety under certain
conditions [Patrignani and Garg ’17]
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Perspective on Foundations

Use Full Abstraction
(with precautions)

Invent
new definitions

Ongoing work with:
Catalin Hritcu

(INRIA)
Deepak Garg
(MPI-SWS)

Improve Full Abstraction

16



WhatMoredoesSecureCompilationOffer?

• study language techniques for
proofs
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Programming Languages
Techniques for Secure
Compilation
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⟨⟨C⟩⟩n ∼ C

requires
• back-translation of terms
• reasoning at the type of
back-translated terms

• needed for all kinds of
back-translation

• needed for alternative criteria too
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Mature: has a FreeBSD port
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• identify secure compartments

• wrap compiled code in code and data
capabilities: isolation

• capabilities regulate access to methods:
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shared/local

• support dynamic security policies
(runtime modification of accesses)

More efficient than existing
results

Support unprecedented
security paradigms

Running! implemented by
Tsampas
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