CRAYPTINEY

LABS

Web Appsecurity

Vulnerability Assessmer’e Penetration Testdi web app

Luca Capacci
Bologna, 13/11/2017, 20/11/2017



CRYPTINET

‘ Vulnerability Assessment & Penetration Test

@ OWASP Top Ten Web (e oltre)

‘ Tools

Bologna, 13/11/2017, 20/11/2017 Copyright CryptoNet Labs srl )



CRYPTONET

Target & Tools

Target
php.testsparker.com

google-gruyere.appspot.com

Burp Suite
https://portswigger.net/burp/download.html

https://support.portswigger.net/customer/portal/articles/1783055-
configuring-your-browser-to-work-with-burp

https://support.portswigger.net/customer/portal/articles/1783075-
Installing_Installing%20CA%20Certificate.html

Nmap o ;
https://nmap.org/download.html

SglMap
https://eithub.com/sglmapproject/sglmap
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Burp Suite
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Security Testing

SAMM Overview
Software

Development

Business Functions

()] Governance  JRX) Gomiracion ] Verinsion

Security Practices

Strategy & Education & Security Design Security Environment
Metrics Guidance Requirements Review Testing Hardening
Policy & Threat Secure Code Vulnerability Operational
Compliance Assessment Architecture Review Management Enablement

Security Testing is a process intended to reveal flaws in the
security mechanisms of an information system
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e |
https://www.htbridge.com/blog/how_to_keep_your_website_safe_in_2015.html

-«
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VAvVSs Pl

e Vulnerability Assessment (VA)

« Vulnerability assessments discover which vulnerabilities are possibly
present, but don't try to exploit them

« Typically automated

JRDEREDA L .
* Penetration Test (PT) '

- Penetration tests simulate {
hacker attempts to get
into a system to find -
exploitable flaws and (™ = -
measure the severity of " | :
each

« (Conducted by human ANN ] of A€ | |

beings T
https://www.alienvault.com/blogs/security-essentials/penetration-
testing-vs-vulnerability-scanning-whats-the-difference
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VAP
<Network>
Mapping
Vulnerability \
Scanning
Port
‘ Scanning

Service —
Fingerprinting Flngerprlnt;
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Discovery

Router to external network
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Discovery

o
(8

nmap -sS -sU -0 -sV mysite.com fa%ﬁQﬁﬁm

PORT STATE SERVICE VERSION

123/udp open ntp udp-response ttl 57 NTP v4

22/tcp open ssh OpenSSH 6.6.1p1 Ubuntu 2ubuntu2.3
80/tcp open http Apache httpd 2.4.7 ((Ubuntu))

Device type: general purpose
Running: Linux 3.X

OS CPE: cpe:/o:linux:1linux_kernel:3
OS details: Linux 3.2 - 3.19
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Vulnerability Scanning

In generale
Controlli differenti a seconda del tipo di servizio

Controlli comuni

 Versioni dei software

e C(ifratura delle comunicazioni

 Robustezza dei meccanismi di autenticazione

€

»— Web application VAPT
Analisi dei servizi web
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Versionl di software vulnerabili

Z~ ==  CVE (Common Vulnerabilities and Exposures)
.3)\/;//  (VEisalist of common identifiers for publicly known cyber
cve.mitre.org security vulnerabilities

& C {d @& Sicuro | https://cve.mitre.org/cve/cve_new_data_feed.html W P LN 6 S

Search CVE List | Download CVE | Data Feed | Update a CVE Entry
| Request a CVE ID

— Common Vulnerabilities and
ars Exposures

\:/ " The Standard for Information Security ollow CVE D m
Vulnerability Names

Home | CVE IDs | About CVE | CVE in Use | Community & Partners | Blog | News | Site Search

TOTAL CVE IDs: 92662

Section Menu CVE New Data Feed

_ A feed of newly assigned CVE Identifiers (CVE IDs) from our @CVEnew Twitter
CVEnew Twitter Feed [ account is included below. Visit

the CVE List page to search, view, or download all existing CVE IDs.
Other Updates & Feeds

Contact a CVE Numbering
Authority (CNA)

Contact Primary CNA (MITRE) - @y CVE@GCVE
CUERequUEs webtom CVE-2017-16764 An exploitable vulnerability exists
Reservation Buidelines in the YAML parsing functionality in the

read_yaml_file method in io_utils.py in

Newnlande Aianaon make ann N 12 A YAMI narcer can

TweetS by @CVEnew
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ersioni di software vulnerabili

Log In Register

Switch to https://
Home
Browse :
Vendors
Products
Vulnerabilities By Date
Vulnerabilities By Type
Reports :
CVSS Score Report
CVSS Score Distribution

- C (O | @ Sicuro  https://www.cvedetails.com/vulnerability-list/vendor_id-45/prody

CVE Details e

Search :
Vendor Search
Product Search
Version Search
Vulnerability Search
By Microsoft References
Top 50:
Vendors
Vendor Cvss Scores
Products

Product Cvss Scores
Versions

Other :
Microsoft Bulletins
Bugtraqg Entries
CWE Definitions

https://www.cvedetails.com/

The ultimate security vulneravility datasource

Vulnerability Feeds & WidgetsNew R e e teslsWers 11

Apache » Tomcat » 9.0.0 M1 : Security Vulnerabilities

Cpe Name:cpe:/a:apache:tomcat:9.0.0:m1

CVSS Scores GreaterThan: 0 1 2 3 4 5 6 7 8 9

Sort Results By : CVE Number Descending CVE Number Ascending CVSS Score Descending Number Of Exploits Descending
Copy Results Download Results

Gained
CWE #of  Vul bility Publish Updat
# CVE ID o' (rnerabifity | Fublis paate Score Access Access Complexity Authentication Conf. Integ. Avail.
ID  Exploits Type(s) Date Date
Level
1 CVE-2017-12617 434 Exec Code 2017- 2017- 6.8 None Remote Medium Not required Partial Partial Partial
10-03 10-23

When running Apache Tomcat versions 9.0.0.M1 to 9.0.0, 8.5.0 to 8.5.22, 8.0.0.RC1 to 8.0.46 and 7.0.0 to 7.0.81 with HTTP PUTs enabled (e.g.
via setting the readonly initialisation parameter of the Default servlet to false) it was possible to upload a JSP file to the server via a specially
crafted request. This JSP could then be requested and any code it contained would be executed by the server.

2 CVE-2017-7675 22 Dir. Trav. 2017- 2017- 5.0 None Remote Low Not required Partial None None
Bypass 08-10 11-03

The HTTP/2 implementation in Apache Tomcat 9.0.0.M1 to 9.0.0.M21 and 8.5.0 to 8.5.15 bypassed a number of security checks that prevented
directory traversal attacks. It was therefore possible to bypass security constraints using a specially crafted URL.
3 CVE-2017-7674 345 2017- 2017- 4.3 None Remote Medium Not required None Partial None
08-10 11-03

The CORS Filter in Apache Tomcat 9.0.0.M1 to 9.0.0.M21, 8.5.0 to 8.5.15, 8.0.0.RC1 to 8.0.44 and 7.0.41 to 7.0.78 did not add an HTTP Vary
header indicating that the response varies depending on Origin. This permitted client and server side cache poisoning in some circumstances.

4 CVE-2017-5664 254 2017- 2017- 5.0 None Remote Low Not required None Partial None
06-06 11-03

The error page mechanism of the Java Servlet Specification requires that, when an error occurs and an error page is configured for the error that

Bologna, 13/11/2017,
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Versionl di software vulnerabili

https://www.exploit-db.com/

C (d @& Sicuro  https://www.exploit-db.com/exploits/42966/

anq,lnnnlis? Home Exploits Shellcode Papers Google Hacking Database Submit Search

Apache Tomcat < 9.0.1 (Beta) / <8.5.23 / <8.0.47 [/ <7.0.8
- JSP Upload Bypass / Remote Code Execution (2)

EDB-ID: 42966 Author: intx0x80 Published: 2017-10-09
CVE: CVE-2017-12617  Type: Webapps Platform: JSP
Aliases: N/A Advisory/Source: Link Tags: N/A
E-DB Verified: (§ Exploit: §§ Download /[ View Raw  Vulnerable App: N/A
« Previous Exploit Next Exploit »

#!/usr/bin/python

import requests

import re

import signal

from optparse import OptionParser

class bcolors:

HEADER = '\033[95m'
OKBLUE = '\033[9%4m'
NAKRCREEN = '\N7A02m !
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L aboratorio - Discovery

Test 1
sudo nmap -sV -0 php.testsparker.com

Test 2
sudo nmap -sV -0 php.testsparker.com -Pn

Test 3

In base ai risultati di nmap, ricerca di vulnerabilita note dei software
rilevati, su www.cvedetails.com e exploit su www.exploit-db.com

Bologna, 13/11/2017, 20/11/2017 Copyright CryptoNet Labs srl 15
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OWASE

Open Web Application Security Project
* Since 2001

» Not-for-profit charitable organization
* [Dedicated to enabling organizations to conceive, develop, acquire,

operate, and maintain applications that can be trusted

OUWJHSP

Open Web Application
Security Project

https://www.owasp.org/index.php/Marketing/Resources

Bologna, 13/11/2017, 20/11/2017 Copyright CryptoNet Labs srl 16
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OWASP Top Ten 2013

A2: Broken

T (e Authentication A3: Cross-Site AA4: \nsecure Direct
- injection and Session | Scripting (XSS) Object References

Management ‘

. . . o A7: Missing | A8: Cross Site
Mi;‘::so.nsﬁ?cﬁrr;gon e S'Eins(;g:feData Function Level Request Forgery
g P Access Control (CSRF)

A9: Using Known A10: Unvalidated |
Vulnerable Redirects and

Components Forwards

https://www.owasp.org/index.php/Top_10_2013-Top_10
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OWASP Top Ten 2017 RC2

A1:2017 - Injection

I+

A1 - Injection

A2 - Broken Authentication and Session Management A2:2017 — Broken Authentication and Session
Management

A3 - Cross-Site Scripting (XSS) A3:2013 - Sensitive Data Exposure

A4 - Insecure Direct Object References [Merged+A7] A4:2017 — XML External Entity (XXE) [NEW]

A5 — Security Misconfiguration A5:2017 — Broken Access Control [Merged]

A6 - Sensitive Data Exposure A6:2017 — Security Misconfiguration

A7 — Missing Function Level Access Contr [Merged+Ad] A7:2017 — Cross-Site Scripting (XSS)

A8 - Cross-Site Request Forgery (CSRF) A8:2017 - Insecure Deserialization [NEW, Community]

A9:2017 — Using Components with Known
Vulnerabilities

A10:2017 - Insufficient Logging & Monitoring [NEW,
Comm.]

A9 - Using Components with Known Vulnerabilities

xwxcszczww‘

A10 — Unvalidated Redirects and Forwards

https://github.com/OWASP/Top10/blob/master/2017/0WASP%20Top%2010%202017%20R(2%Z20Final. pdf
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A1 - Injection

Untrusted data is sent to an interpreter as part of a command or query. Q
The data can trick the interpreter into executing unintended commands or
accessing data without proper authorization.

HI, THIS IS OH, DEAR = DID HE | DID YOU REALLY WELL WEVE LOST THIS
YOUR SONS SCHOOL. | BREAK SOMETHING? | NAME YOUR SON YEAR'S STUDENT RECORDS.
WERE HAVING SOME N A v AY Robert'); DROP I HOPE YOURE HAPPY.
COMPUTER TROUBLE. TABLE Students; -~ 7 ‘,t
AND I HOPE
, ~OH.YES UTTE = YOUVE LEARNED
BOBBY TABLES, t  TOSANMZE YOUR
WE CALL HIM. DATARASE INPUTS,
https://xkcd.com/327/

Bologna, 13/11/2017, 20/11/2017 Copyright CryptoNet Labs srl 19



CRYPIONC

LABS

A1 - Injection (SOL Injection)

Malintenzionato

-
&g

APPLICATION LEVEL

HTTP RESPONSE
HTTP REQUEST

Web Server

SQL QUERY

NETWORK LEVEL

Firewall

Firewall

Database

DB TABLE

_ String query = "SELECT * FROM accounts
Username WHERE acct='" + httpParam + "'";
Password

!

"SELECT * FROM accounts WHERE acct="0OR 1=1--"

5-6

Account Summary

Acct:5424-6066-2134-4334
Acct:4128-7574-3921-0192
Acct:5424-3383-2039-4029
Acct:4128-0004-1234-0293

1. Application presents a form to the

attacker
2. Attacker sends an attack in the

form data

3. Application forwards attack to the
database in a SQL query

4. Database runs query containing
attack and sends results back to
application

5. Application processes data as
normal and sends results to the user

Bologna, 13/11/2017, 20/11/2017 Copyright CryptoNet Labs srl
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A1 - Injection (SQL Injection)

Blind SQL Injection

L'applicazione vulnerabile non scrive direttamente i risultati su di una
pagina web, ma mostra una pagina di errore generica.

Per estrarre dei dati bisogna fare un grande numero di richieste al server
cercando di ottenere delle risposte vero/talso, discriminando i risultati in

base a:
« Tempidirisposta, usando le funzioni SLEEP (e simili) > Time Based

 Differenze nelle pagine di errore > Boolean Based

https://www.acunetix.corm/websitesecurity/sqgl-injectionz/
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A1 - Injection

Impact
e Entire database can usually be read or modified

* May also allow full database schema, or account access, or even
0S level access

Recommendations
e Encode all user input before passing it to the interpreter

 Use an interface that supports bind variables (e.g., prepared
statements, or stored procedures)

* Always minimize database privileges to reduce the impact of a
flaw

Bologna, 13/11/2017, 20/11/2017 Copyright CryptoNet Labs srl 27
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L aboratorio - SQL Injection

URL di partenza
http://php.testsparker.com/artist.php?id=test

Test 1
http://php.testsparker.com/artist.php?id=1

Test 2
http://php.testsparker.com/artist.php?id=1%200R%201=1

Test 3
http://php.testsparker.com/artist.php?id=1 OR 1=(SELECT
SLEEP(10))

Bologna, 13/11/2017, 20/11/2017 Copyright CryptoNet Labs srl 73
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Laboratorio - SQL In|

Test 4

http://php.testsparker.com/artist.php?id=1 OR 1=(SELECT COUNT(*)
FROM information_schema.SCHEMATA)

Test5

http://php.testsparker.com/artist.php?id=1 OR 2=(SELECT COUNT(*)
FROM information_schema.SCHEMATA)

Test9

http://php.testsparker.com/artist.php?id=1 OR 6=(SELECT COUNT(*)
FROM information_schema.SCHEMATA)

Bologna, 13/11/2017, 20/11/2017 Copyright CryptoNet Labs srl 24
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L aboratorio - SQL Injection (3)

Test10
Inserimento in SgiMap delllURL

http://php.testsparker.com/artist.php?id=test ed exploitation

automatica della vulnerabilita:

e sglmap -u "http://php.testsparker.com/artist.php?id=test"” --
level=3 -v 3

e sglmap -u "http://php.testsparker.com/artist.php?id=test” --
level=3 -v 3 --tables

Bologna, 13/11/2017, 20/11/2017 Copyright CryptoNet Labs srl p)s
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L aboratorio - Command Injection

URL di partenza contenente il form su cui eseguire i test i 4 )
http://php.testsparker.com/nslookup.php

Test 1
192.168.0.1

Test 2
&DIR &

Test 2
&C0..&D0IR&

Test 3
& TYPE nslookup.php &

Bologna, 13/11/2017, 20/11/2017 Copyright CryptoNet Labs srl 26
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A2 - Broken Authentication and
Session Management

Application functions related to authentication and session managemen %
are not implemented correctly.

Attackers can compromise passwords, keys, or session tokens to assume
other users’ identities.

Bologna, 13/11/2017, 20/11/2017 Copyright CryptoNet Labs srl 27
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A2 - Broken Authentication and
Session Management

Session Fixation

Please log in bank

and update : : i B
your account.. https://bank.com/login.htm?sessionID=123XYZ com

Y

Innocent
Victim @

http://www.maravis.com/library/session-fixation-attack/

Bologna, 13/11/2017, 20/11/2017 Copyright CryptoNet Labs srl 8
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A2 - Broken Authentication and
Session Management

Email di conferma
vulnerabile

1. L'attaccante si registra al sito

2. Il server assegna all'attaccante I'id 2000 e gli invia una mail di conferma
con il link:

http://www.site.com/userconfirmation/2000

3. L'attaccante visita il link ricevuto

-
44. Il server risponde con un cookie di sessione associato all'utente 2000 \/‘

5. L'attaccante prova a visitare 'URL:
http://www.site.com/userconfirmation/1999

6. Il server risponde con un cookie di sessione associato all’'utente 1999
<

Bologna, 13/11/2017, 20/11/2017 Copyright CryptoNet Labs srl pls
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A2 - Broken Auth

ontication and

Session Management

Impact

e User accounts or user sessions compromised

Recommendations

(JESSIONID...)

* Use the standard session id provided by your container

* Use HTTPS and set HttpOnly and Secure flags on cookies
* \erify that logoff actually destroys the session

* Beware the side-doors: change my password, forgot my
password, secret question, logout, email address verification..,

Bologna, 13/11/2017, 20/11/2017 Copyright CryptoNet Labs srl
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A2 - Broken Authentication and
Session Management

Cookie Flags
e HttpOnly
* The cookie cannot be accessed through client side script
* Bypass via XST (Cross-site tracing) - Disable HTTP TRACE
* Secure:
e The cookie will only be sent over an HTTPS connection

Set-Cookie: <name>=<value>[; <Max-Age>=<age>]
[; expires=<date>][; domain=<domain_ name> ]
[; path=<some path>][; secure][; HttpOnly]

Bologna, 13/11/2017, 20/11/2017 Copyright CryptoNet Labs srl 31
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L aboratorio - Session Fixation (1)

URL con form di login @

http://php.testsparker.com/auth/login.php

Test 1
Visitare I'URL e analizzare con Burp la generazione del cookie di sessione

Test 2

Inserire le credenziali e visualizzare in Burp la mancata generazione di un
nuovo cookie di sessione

Bologna, 13/11/2017, 20/11/2017 Copyright CryptoNet Labs srl 37



CRYPTONET

| aboratorio - Session Fixation (2)

Test 3:

Scenario in cui attaccante e vittima condividono lo stesso pc

Attaccante:

 AperturadellURL http://php.testsparker.com/auth/login.php

 (opiainun file di testo del cookie generato dal server, salvataggio del
file su una chiavetta USB ed allontanamento dal pc

Vittima (dallo stesso pc appena usato dall'attaccante):

* Apertura dell’lURL http://php.testsparker.com/auth/login.php

* Login

Attaccante (da un altro pc):

* Apertura delllURL http://php.testsparker.com/auth/internal.php,
ottenendo un redirect alla pagina di login

* |mpostazione nel proprio browser del cookie salvato in precedenza

 AperturadellURL http://php.testsparker.com/auth/internal.php,
ottenendo la stessa pagina mostrata alla vittima autenticata
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L aboratorio - Cookie Flags

URL con form di login
http://php.testsparker.com/auth/login.php

Test 1
Visitare 'URL e analizzare con Burp I'assenza di flag sul cookie di sessione

generato dal server

Test 2
Visitare https://studenti.unibo.it e analizzare con Burp la presenza di

flag sul cookie di sessione generato dal server
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A3 - Cross-Site Scripting

An application takes untrusted data and writes it to a web page without A
proper validation or escaping.

XSS allows attackers to execute scripts in the victim’s browser which can

hijack user sessions, deface web sites, or redirect the user to malicious
Sites.

<SCRIPT> ALERT("XS3");
</SCRIRT>

http://memeshappen.com/meme/futura
ma-fry/script-alert-xss-script-60649

Bologna, 13/11/2017, 20/11/2017 Copyright CryptoNet Labs srl 35



CRAYPIONZT

LABS

A3 - Cross-Sit

1. Un malintenzionato identifica un XSS in un’applicazione web

fl

_—

e Scripting (r

5. Le credenziali sono

dal malintenzionato

K
2
~i=

. . | -
Malintenzionato .

2. Il malintenzionato analizza la
vulnerabilita e crea il codice

\ sfruttare

@

3. Il malintenzionato
invia link o pagine HTML
contraffatte ad utenti
ignari, utilizzando
tecniche di social
engineering (in genere
tramite email, ma
possono essere usati
anche altri canali quali
IM, social network, ecc.)

Utente vittima

(Javascript) opportuno per poterla

raccolte

il

4. Quando la vittima (gia autenticata
nell’applicazione), interagisce con il
link o con la pagina HTML, il codice
Javascript preparato consente al
malintenzionato di interferire con la
sessione applicativa dell’utente e, ad
esempio, richiedere nuovamente le
credenziali

Bologna, 13/11/2017, 20/11/2017 Copyright CryptoNet Labs srl
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A3 - Cross-Site Scripting (reflected)

http://php.testsparker.com/products.php?pro=url"></script><script>alert("xss")</script><!--"

0 e ;"/ ) Netsparker Test Web Site - ... \V‘K+
| €= ) () | php.testsparker.com/products.php?pro=url*></script><scr X Q cerca B O 3¥IaO0E =
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A3 - Cross-Site Scripting (reflected

http://php.testsparker.com/products.php?pro=url"></script><script>alert("xss")</script><!--

® o http://php.testsparker.com/prod... -~
view-source:http://php.testsparker.com/products.php?pro=url"></script><script>alert(*xss")</script><!-- c Cerca
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Strict//EN" "http://www.w3.orq/TR/xhtmll/DTD/xhtmll-strict.dtd">
<html xmlns="http://www.w3.0rg/1999/xhtml">
<head>
<meta name="keywords" content="" />
<meta name="description" content="" />

<meta http-equiv="content-type" content="text/html; charset=utfi-g8" />
<title>Netsparker Test Web Site - PHP</title>

<link href="style.css" rel="stylesheet" type="text/css" ia="sg " />
</head><script type=text/javascript src = |"url"></script><script>alert("xss")</script></-."|></script>

<body>
<div id="wrapper">

<div id="menu">
<ul>
<li><a href="process.php?file=Generics/index.nsp">Home</a></li>
<li><a href="hello.php?name=Visitor">Hello</a></1li>
<li><a href="products.php?pro=url ">Products</a></1i>
<li><a href="process.php?file=Generics/about.nsp">About</a></1i>
<li><a href="process.php?file=Generics/contact.nsp">Contact</a></li>

Bologna, 13/11/2017, 20/11/2017 Copyright CryptoNet Labs srl 33
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A3 - Cross-Site Scripting (stored)

. 7 (<2 Y 1 St
webpage

Saves Malicious script into

Injects malicious script a database >

Attacker
Allow: /
User Request data server 4 </> —
from server
Data Containing the
Malicious script is loaded

Victim

http://www.acunetix.com/blog/articles/blind-xss/
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A3 - Cross-Site Scripting

Impact 7=

* Steal user’s session, steal sensitive data, rewrite web page,
redirect user to phishing or malware site

Recommendations

* Qutput encode all user supplied input

* Perform ‘white list’ input validation on all user input to be
included in page

e Use tested and well-known third party libraries to filter input
data
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Laboratorio - Cross-Site Scripting
Reflected (1)

URL di partenza '@

http://php.testsparker.com/hello.php?name=Visitor

Test 1
http://php.testsparker.com/hello.php?name=Visitor"<'>

Test 2
http://php.testsparker.com/hello.php?name=Visitor<script>alert("
Xss')</script>
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Laboratorio - Cross-Site Scripting
Reflected (2)

URL di partenza @

http://php.testsparker.com/products.php?pro=url

Test 1
http://php.testsparker.com/products.php?pro=url”></script><scrip
t>alert("xss")</script><!--

Test 2
http://php.testsparker.com/products.php?pro=url”></script><scrip
t>alert("xss")</script><script src="x
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A4 - Insecure Direct Object References

An application exposes a direct reference to an internal implementatior -
object, such as a file, directory, or database key.

Attackers can manipulate these references to access unauthorized data.
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A4 - Insecure Direct iect Reterences

A Bank of America | Online Banking | Account Summary | Checking - Microsoft Internet Explorer

File Edit View Favorites Tools Help "

Apack - o (A N O coarch < Eavaritoc £ -

https://www.onlinebank.com/user?id=6065

BankofAmerica " Higher Standards

Ad(

New mail + New e-bills + Search + Locations « Mail +« Help +« Sign Off

Accounts Bill Pay & e-Bills Transfer Funds Investments Customer Service

Accounts Overview Account Activity Account Summary Find a Transaction Open an Account

Account Summary

Castomer semic 1. L'attaccante e un utente del sito

Regular Checking - 6066

Account: |Regular Checking - 6066 v m

Reorder Checks

Monitor Your Credit Report

cur ot s sz 2. Prova a modificare il valore del

’rint Paper Statement Account Number:

1 esume Mailing Paper Ending Balance as of 08/24/2005: p a ra m e t rO | D
Statemerts (New) | s, e éé,'é :;ié-bfé'{ ....................
Stop sending canceled checks
Update Your E-mail Address Current Summary
oo 200G blance a8 ofOBIIOR2008: oo - y ; .
3. Ottiene I’accesso alle pagine degli
............................................................. : otaldeblts$000 ] ]
............................. Endmgbalanceasof08,24lzoos$3863081 a It rI ute ntl
............................................. L
................................... T
Deposit Information
Last Deposit Date: 08/09/2005
.............................................. LastDep03|tAmount$18597

&) P @ internet
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A4 - Insecure Direct Object R

a

S

f

A

e

[

Impact
 Users are able to access unauthorized files or data

ernces

Recommendations
* Eliminate the direct object reference

 Validate the direct object reference
 Verify the parameter value is properly formatted

* \Verity the user is allowed to access the target object

» Replace them with a temporary mapping value (e.e. 1, 2, 3)
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A5 - Security misconfiguration

The application is missing the proper security hardening across one or
more parts of the application stack:

* 0S
 \Web/App Server
« DBMS

* (ode libraries

* Unnecessary features enabled or installed (e.g.: services, pages)
* Default accounts enabled with passwords unchanged

* Error pages showing overly informative error messages to users
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A5 - Security misconfiguration

Test Account

1. L'attaccante fa
enumeration  degli
utenti di WordPress

2. L'attaccante prova
I'account di test con: |
- Username: test

N Pagine

- Password: test

M Aspetto

2a rapida

% Plugin

o Profilo
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A5 - Security misconfiguration

Impact =
* |nstall backdoor through missing OS or server patches

* Unauthorized access to default accounts, application
functionality or data

Recommendations
 \erify your system’s configuration management
e Be aware of the configurations of your components
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A5 - Security misconfiguration

SSL/TLS
* No SSL, no TLSv1.0, ok TLSv1.1, TLSV1.2
* Ciphers:
* No RC2, RC4, Null, Export...

* 128+ bit ciphers

* Forward Secrecy ciphers
Use 2048-bit Private Keys
e Signature: no SHA-1, ok SHA-2 tfamily
* No Client-Initiated Renegotiation

* New Vulnerability Alerts!
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Check HTTPS configuration

https://www.ssllabs.com/ssltest/analyze.html

Summary

https://www.htbridge.com/ssl/

Overall Rating

Certificate

Protocol Support

Key Exchange

Cipher Strength

Documentation: SSL/TLS Deployment Best Practices, SSL Server Rating Guide, OpenSSL Cookbook and known issues.

Experimental: This server is vulnerable to the OpenSSL CCS vulnerability (CVE-2014-0224) and exploitable. Grade setto F.

The server does not support Forward Secrecy with the reference browsers. MORE INFO »

This server is not vulnerable to the Heartbleed attack.

Bologna, 13/11/2017, 20/11/2017 Copyright CryptoNet Labs srl 50



CRYPTONET

A5 - Security misconfiguration

HTTP Headers

* Browser-based layer of security
* Not completely cross-browser

* X-Frame-0Options:
* Allow/deny embedding within <frame>, <iframe>, <object>

* |[E 8+, Chrome 4.1.249.1042+, Firefox 3.6.9+, Safari 4.0+, Opera
10.50+

* X-Frame-Options: DENY

* X-Frame-Options: SAMEORIGIN

* X-Frame-Options: ALLOW-FROM http://trusted-origin.com
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A5 - Security misconfiguration

HTTP Headers
e Cache-Control:

* Permit/prevent the caching of responses containing sensitive data

* |E 6+, Chrome, Firefox, Safari, Opera
e Cache-Control: no-store

* Pragma: no-cache (for HTTP 1.0 compatibility)
« Expires: @ (for HTTP 1.0 compatibility)
e Other:
« HTTP Strict-Transport-Security (HSTS)
e X-Content-Type-Options
e X-X55-Protection

* https://appsec-labs.com/portal/improve-your-web-apps-security-
with-http-headers/
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Check HTTFE

-
(D

aders configuration

https://securityheaders.io/

Security Report Summary

Site: https://lastpass.com/
IP Address: 23.207.38.173
Report Time: 05 Jul 2016 11:05:56 UTC

v X-Frame-Options | v Content-Security-Policy
Headers: v Strict-Transport-Security | v X-XSS-Protection
v X-Content-Type-Options ]| x Public-Key-Pins

Raw Headers

HTTP/1.1 200 OK
Content-Type text/html; charset=UTF-8
X-Frame-Options SAMEORIGIN
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| aboratorio - Configurazione HTTPS

Test 1

Veritica della configurazione HTTPS di studenti.unibo.it tramite
https://www.ssllabs.com/ssltest/analyze.html

Test 2

Veritica della configurazione HTTPS di studenti.unibo.it tramite
https://www.htbridge.com/ssl/
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| aboratorio - Configurazione
Header HTTF

Test 1
Verifica della configurazione degli header HTTP di php.testsparker.com
tramite https://securityheaders.io/

Test 2
Veritica della configurazione degli header HTTP di studenti.unibo.it su
tramite https://securityheaders.io/
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Ab - Sensitive Data Exposure

The application does not properly protect sensitive data (credit cards,
authentication credentials... ).

 Failure to identify all the places that data is stored or sent (web pages,
third party websites...)
* Failure to protect data at rest (databases, log files, backups...)

« Failure to protect data in transit (browser <> web server, web server
&> database server...)
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Ab - Sensitive Data Exposure

Man in the Middle

—— 0
an - - T ——
User . Server

Attacker
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Ab - Sensitive Data Exposure

Insecure Storage

Victim enters credit
@ card number in form

/\-»

Server

@ Malicious insider
steals 4 million

credit card numbers

Attacker Error hantjler logs CC @
details because

t Logs are accessible to all merchant gatevyay IS
members of IT staff for @ / unavailable

debugging purposes

Bologna, 13/11/2017, 20/11/2017 Copyright CryptoNet Labs srl £g



CRYPTONET

Ab - Sensitive Data Exposure

Impact =
» Attackers access or modify confidential or private information
e Attackers extract secrets to use in additional attacks

Recommendations
 |dentify all sensitive data
 |dentify all the places that data is stored

 |dentify all the places that data is sent
e Use encryption

* Correctly implement encryption!
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| aboratorio - Man in the midd|

(D

Test1
Veritica tramite Burp dell'invio in chiaro via POST delle credenziali a partire
dal form di login all’lURL http://php.testsparker.com/auth/login.php

Test 2

Veritica tramite Burp dell'invio in chiaro via GET delle credenziali a partire

dal form di login al’'URL http://google-
gruyere.appspot.com/XXXXXXXXXXXXXXX/1login

(raggiungibile da https://google-gruyere.appspot.com/start)
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A7 - Missing Function Level
Access Control

The application fails to verify function level access rights when each
function is accessed.

Example: application verities function level access rights just before
making that functionality visible in the Ul.
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A7 - Missing Function Level

Access Control

a Bank of America | Online Banking | Account Summary | Checking - Microsoft Internet Explorer

File Edit View Favorites Tools Help "

@ Back

https //vvvvvv onlinebank. com/user/getAccounts

AAAAAAAAAAAAAAAAA

BankofAmencaWngher Standards

New mail + New e-bills + Search + Locations + Mail + Help + Sign Off

Accounts Transfer Funds Investments Customer Service

Bill Pay & e-Bills

Accounts Overview Find a Transaction

Account Activity Account Summary Open an Account

Account Summary

Customer Service

Regular Checking - 6066

Account: |Regular Checking - 6066

¢ m

Reorder Checks

Monitor Your Credit Report

SRR ACEah e GEmE Current Information as of 08/25/2005

Account Number: [Show Account Number]

Stop/Resume Mailing Paper
Statements (New)

Available Balance: $38,480.81
Stop sending canceled checks
Update Your E-mail Address Current Summary
oy || e DOTTIG bltnce g ofORO0S: OGO o
Total credits +$0.00
............................................................. T ota|deb|ts$ooo
""""""""""""""" Ending balance as of 08/24/12005:  $2863081
............................................. L astTransacnonDate08/09/2005
................................... Lastpr|nted3tatemempate08/18/2005
Deposit Information
Last Deposit Date: 08/09/2005
.............................................. LastDepos“Amoum:{;msg?

é % O Internet

1. L'attaccante e un utente del sito

2. Prova a sostituire alla parola ‘user’ la
parola ‘admin’:
https://www.onlinebank.com/admin/
getAccounts

3. Ottiene I'accesso alla pagina di
amministrazione del sito
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A7 - Missing Function Level
Access Control

Impact ==
* Attackers invoke functions and services they're not authorized for
» Attackers Perform privileged actions

Recommendations
» Restrict access to authenticated users (if not public)
» Enforce any user or role based permissions (if private)

» Completely disallow requests to unauthorized page types (e.g.,
config files, log files, source files, etc.)

* Be sure you actually have a mechanism at every layer
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A8 - Cross Site Request Forgery
(CSRF)

7 \
. . , . . . . . 4
The victim's browser is tricked into issuing a command to a vulnerable w G

application, without the user being aware.

The vulnerable application thinks they are legitimate requests from the
victim.

Vulnerability is caused by browsers automatically including user
authentication data (session ID, IP address, Windows domain credentials,
..) with each request.
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A8 - Cross Siti
(CSRF)

(D

Request Forgery

Victim browser

2) Victim visits Q/

attacker.com attacker.com

— mybank.com

1.1) Browser sets cookie
Set-Cookie: <mybank authentication cookie>

3) Page contains
CSRF code

<form action=https://mybank.com/transfer.jsp

method=POST> mybank
<input name=recipient value=attacker>
<input nhame=amount value=1000> /1.1
</form> 'ntication cookie>
<script>document.forms[0].submit()</script> ount=1000

http://www.slideshare.net/fykim/rest-security-with-jaxrs
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A8 - Cross Site Request Forgery
(CSRF)

Impact =

* |nitiate transactions (transfer funds, close account...)
e Access sensitive data

* Change account details

Recommendations

* Add a secret token, not automatically submitted, to ALL
sensitive requests

e Tokens should be cryptographically strong
* Beware exposing the token in a referer header
* Hidden fields are recommended
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L aboratorio - Cross-Site Request
Foreery (1)

Operazioni di partenza

Creazione di un account su https://google-gruyere.appspot.com/
(raggiungibile da https://google-gruyere.appspot.com/start)
Login

Creazione di un nuovo snippet

Eliminazione dello snippet e analisi della richiesta HTTP relativa
all'eliminazione (https://google-
gruyere.appspot.com/XXXXXXXXXXXXXXXXX/deletesnippet?index=0)
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| aboratorio - Cross-Site
Forgery (2)

Test

Vittima:

 Login e creazione di un nuovo snippet

Attaccante:

* (reazione diun link che, se visitato dalla vittima, faccia in modo che lo
snippet sia automaticamente eliminato

(http://php.testsparker.com/hello.php?name=Visitor<script>func

tion redirect() {window.location.replace("https://google-
gruyere.appspot.com/XXXXXXXXXXXX/deletesnippet?index=0"); }wind
ow.onload = redirect;</script>)

* [Invio del link alla vittima
Vittima:
e C(lick sul link e verifica dell'avvenuta eliminazione dello snippet
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A9 - Using Components with Known
Vulnerabilities

The application relies on components (frameworks, libraries, products... (G
with known vulnerabilities. |

Heartbleed ShellShock GHOST DROWN KRAK
CVE-2014-0160 CVE-2014-6271 CVE—ZQ15-0235 CVE-2016-0800 Vari CVE-2017
(OpenSSL) (Bash) (Linux) (OpenSSL) (WPA?2)
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A9 - Using Components with Known
Vulnerabilities

12,000

Distribution

11,000

10,000

9,000

8,000

7,000

6,000

5,000

4,000

3,000

2,000

1,000

0

2001 2002 2003 2004 2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017

BV

cve.mitre.org

https://nvd.nist.gov/vuln-metrics/visualizations/cvss-severity-distribution-over-time
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A9 - Using Components with Known

Vulnerabilities

Impact Z=
* Full range of weaknesses is possible, including injection, broken
access control, XSS ...
* The impact could range from minimal to complete host takeover

and data compromise

Recommendations
* Perform periodic checks to see it your libraries:

e are out of date
* have known vulnerabilities
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A9 - Using Components with Known
Vulnerabilities
Vulnerability Watch

Keep up to date with the vulnerabilities for the technologies you use

Prevent attacks and don't waste time and money

https://vulnerability-watch.connettiva.eu/

— \——/\\/\ AN //\/\//4/\‘\‘/\\/\\ e ATV /’/\/ NI

There were 1863 vulnerabilities in the last 90 days

Enter your email and some keywords describing what technologies you're working with

We'll send you an email when some vulnerability affects them

Example: redis postgresqgl rabbitmqg mongodb — More help

Subscribe for free
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| aboratorio - Software Vulnerabil

Test

Analisi via Burp delle versioni dei software rivelate dagli header HTTP delle

risposte fornite da http://php.testsparker.come ricerca su CveDetails ed
ExploitDb di informazioni sulle vulnerabilita.
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A10 - Unvalidated Redirects and
Forwards

The application redirects and forwards users to other pages and
websites, and uses untrusted data to determine the destination pages.

Bologna, 13/11/2017, 20/11/2017 Copyright CryptoNet Labs srl 74



CRAYPIONZT

LABS

A10 - Unvalidated Redirects—and

Foraards

@ Attacker sends attack to victim via email

http://www.irs.gov/taxrefund/claim.jsp?
From: Internal Revenue Service year=2016&dest=www.evilsite.com

Subject: Your Unclaimed Tax Refund
Our records show you have an unclaimed
Attacker | federal tax refund. Please click here /
to initiate your claim.

°
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LABS

A10 - Unvalidated Redectsand
Forwards

2. |l server fa il check sui

1. L'attaccante prova a visitare privilegi dell’'utente e
verifica che I'utente non puod
> visitare la pagina di
amministrazione

|'attaccante e un

utente non admin
del sito http://www.example.com/admin.jsp

public void adminPage
ServletRequest reques

stuff here.

ﬂ'rr. 3. Il server risponde con un Forbidden
‘; <
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A10 -

'attaccante e un
utente non admin
del sito

LABS

Unvalidated Red+ectsand
Forwards

4. |'attaccante prova a visitare
http://www.example.com/boring.jsp?
fwd=admin. jsp

6. Il server risponde con |la pagina di
amministrazione, come se l'attaccante

avesse visitato
http://www.example.com/admin. jsp

public void doGet(
HttpServletRequest request,
HttpServletResponse response) {
try {
String target =
request.getParameter(“fwd”));

.'Hequest.getRequestDispatcher
(target).forward(request,
response);

catch ( ...

5.1l server non fa il check sui
privilegi dell’'utente e permette
Il caricamento della pagina di
¥ amministrazione

public void adminPage(
HttpServletRequest request,
HttpServletResponse
response) {
try {
// Do sensitive
stuff here.

~
gatc;.; ce K\\\_—’/
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A10 - Unvalidate
Forwards

d R

A

b

§

T

ects and

Impact

pages.

* Without proper validation, attackers can redirect victims to
phishing or malware sites, or use forwards to access unauthorized

—

Recommendations

with actual target page

* Avoid using redirects and forwards as much as you can
 |f used, don't involve user parameters in defining the target URL
 |f you ‘must’ involve user parameters, then either:

* VValidate each parameter to ensure its valid and authorized

* Use server side mapping to translate choice provided by user
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| aboratorio - Unvalidated Redirect

URL di partenza '@

http://php.testsparker.com/redir.php?param=test

Test
http://php.testsparker.com/redir.php?param=http://www.unibo.1it
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Tutto qui?

La Top Ten considera le vulnerabilita piu diffuse

Altre

* Abuso di funzionalita

« HTML Injection

» SSRF (Server Side Request Forgery)
* Local & Remote File Inclusion

* |nformation Leakage

 Frameable Response

* Errori nella business logic

e Denial of Service
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HTML Injection

&

A type of injection issue that occurs when a user is able to control &=
an input point and is able to inject arbitrary HTML code into a
vulnerable web page.

Spesso derivato da una protezione parzialmente inefficace contro
| Cross site scripting.
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Abuso di Tunzionalita

Un attaccante riesce a utilizzare in modo malevolo una e
funzionalita di una applicazione web

Casi tipici
« Form diregistrazione
« Formdirichiesta contatti
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HTML Injection + Abuso di
funzionalita

possibile realizzare uno scenario in cui un attaccante riesce in modo anonimo ad inviare email con contenuto
arbitrario a qualunque indirizzo mail di persone non iscritte a || spacciandosi per info-
ordini@

Qui viene mostrato un esempio di email ricevuta da una vittima, in cui il contenuto del corpo del messaggio e
completamente sotto il controllo dell'attaccante.

From: info—ordini@_

Subject: Grazie per esserti iscritto!

Received: Thu Feb 19 2015 19:31:14 GMT+0100 (CET)

Gentile utente, Questo € un link malevolo
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AND OVER THERE WE HAVE THE LABYRINTH GUARDS.
ONE ALWAYS LIES, ONE ALWAYS TELLS THE TRUTH, AND
ONE STABS PEOPLE WHO ASK TRICKY QUESTIONS.

luca.capacci@cryptonetlabs.it
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